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Real-Time Email Protection
Powered by the Cloud

Singtel Email Security-as-a-Service leverages the power of sophisticated cloud
security to stop email spam and threats from entering your network. Inbound
and outbound content filtering as well as encryption give your business real-time
protection at reduced costs and complexity, while tailored email security policies
adapt to your unique business requirements.
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Email Security-as-a-Service

Can You Afford to Compromise Your Email Communications?

Email is vital to business. It doesn't just serve as an effective
communications medium; it also offers a de facto record of a
company’s business transactions and internal operations. But
with an evolving threat landscape and a distributed workforce,
what has become a mission critical application for any company
is growing as an avenue for threat and disruption. Increasingly,
a burden is placed on time and resources to manage threats,
and profitability is quickly jeopardised.

Threats are changing: Email threats are no longer limited to
spam and malicious attachments. They now prey on your trust
and have become more targeted. Unlike previous threats that
were designed to cause disruption, today’s attacks stay hidden
while they steal confidential data for monetary gain or other
malicious intent.

You can't control how your users choose to access their email:
A distributed workforce means that email filtering is no longer
built into the client device (e.g. Junk Mail folders in Outlook).
With mobile devices and tablets being used to access email,
it becomes much easier for email threats to slip through

the gaps.

Email security is taking more and more time and resources:
creating blacklists, updating spam filters, or relying on

your own judgement to spot threats; all these methods are
ineffective and time consuming for administrators and users.
Aside from the negative effect on productivity, mailbox limits
are reached sooner because of email spam, costing your
business additional storage.

Focus On Your Business, Not Your Email Security

Singtel Email Security-as-a-Service provides the necessary protection to stop email threats from entering your network. By

leveraging best-of-breed technologies from leading security vendors, businesses enjoy real-time protection at reduced costs and

complexity — while retaining control over email infrastructure at the same time.
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Real-time Cloud Protection for Your Business

Email Security-as-a-Service takes the security hassle out of your business premises and moves it to an advanced cloud solution.
Leverage the power of a centralised security intelligence network, and save your business the inconvenience of managing

hardware or software on-site.

Sophisticated outbound control

protect against sensitive data leaking through outbound
email correspondences with sophisticated content analysis
techniques. Detect confidential or inappropriate text-based
email content effectively with a comprehensive policy-based
approach, and let your administrators custom-build highly
flexible, intuitive rule-building processes.

Proven inbound protection

advanced perimeter defences incorporate preventive and
reactive security measures for comprehensive inbound email
security protection. Real-time, multi-layered email threat
assessment identifies suspicious email senders, managing both
known and emerging email spam techniques away from your
network. Our solution offers ‘zero-hour’ anti-virus protection,

Features

Features

Anti-virus and anti-spam protection for emails

Email content and file attachment analysis

Data protection and compliance management

Flexible and simple quarantine management

Benefits
Cost effectiveness

Reduce business costs and complexity. With
no on-site equipment to install or maintain,
experience savings in bandwidth and storage.
Administrative overhead are eased, with no
unexpected expenditures.

Assured protection

Enjoy increased protection with industry-leading
Service Level Agreements and the power of
Singtel Email Security-as-a-Service.

applying outbreak filters on suspicious emails before traditional
virus signatures are available. Email Security-as-a-Service saves
your business time and resources spent dealing with unwanted
email, and protects corporate bandwidth for web, VoIP and
other critical systems.

Comprehensive support portal

this solution includes a comprehensive support portal that
supplies consolidated and robust reports to customers needing
quick access to unique security interests. Reports range from
geographically diverse deployments to fully integrated security
reports, and portal administrators access a single interface for
comprehensive configuration of anti-spam, anti-virus, content
filtering, encryption and data protection features.

Description

Blocks viruses and spam before they reach your network. Save
on time and resources otherwise wasted dealing with unwanted
email, and protect corporate bandwidth.

Enables good corporate governance by filtering inappropriate
or confidential information in text-based content and
file attachments.

Secures confidential data and ensures compliance via email
encryption and customisable content filtering.

Administrators and/or end users manage quarantined emails and
approved and blocked sender lists.

Administrative control

Retain control with 24x7 access and flexible
customisation of policies, configuration settings,
quarantine management and reporting.

On-demand flexibility

Experience the flexibility of on-demand security as
part of Singtel's Security-as-a-Services Suite.



About Singtel

Singtel is Asia’s leading communications group providing a portfolio of services including voice
and data solutions over fixed, wireless and Internet platforms as well as infocomm technology
and pay TV. The Group has presence in Asia, Australia and Africa with over 500 million mobile
customers in 25 countries, including Bangladesh, India, Indonesia, the Philippines and Thailand.
It also has a vast network of offices throughout Asia Pacific, Europe and the United States.

Awards
Asia Business Continuity Awards (ABCA) 2014 NetworkWorld Asia - Information Management Award
NCS - Business Continuity Provider of the Year Best in Security-as-a-Service (2012 - 2014)

Disaster Recovery & Business Continuity (2014)
Computerworld Readers Choice Awards 2014

Singtel Managed Connectivity and Managed Services NetworkWorld Asia - Readers’ Choice Award

Computerworld Readers Choice Awards 2014 Best Managed Services (2008, 2009, 2010, 2011, 2012)

. . . Managed Security Services (2014)
tel EXPAN Host
Singte osting Services Managed Infrastructure Services (2013, 2014)

For more information www.singtel.com/security @ Contact your Account Manager

Copyright © 2015 Singapore Telecommunications Ltd (CRN: 199201624D). All rights reserved.

March 2015





